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Proctorio is fully integrated with Canvas and all faculty actions are performed within Canvas. Proctorio
utilizes single-sign-on technology with Canvas, so there is no need to have a separate account outside of
the learning management system. Adding Proctorio to a quiz can be done with a single click inside the
Canvas quiz settings. Instructors who choose to include Proctorio in their course will need to add the
following statement to their course syllabus.
“All students must review the syllabus and the requirements including the online terms and video testing
requirements to determine if they wish to remain in the course. Enrollment in the course is an agreement to abide
by and accept all terms. Any student may elect to drop or withdraw from this course before the end of the
drop/add period.
Online exams and quizzes within this course may require online proctoring. Therefore, students will be required to
have a webcam (USB or internal) with a microphone when taking an exam or quiz. Students understand that this
remote recording device is purchased and controlled by the student and that recordings from any private residence
must be done with the permission of any person residing in the residence. To avoid any concerns in this regard,
students should select private spaces for the testing. The University library and other academic sites at the
University offer secure private settings for recordings and students with concerns may discuss location of an
appropriate space for the recordings with their instructor or advisor. Students must ensure that any recordings do
not invade any third party privacy rights and accept all responsibility and liability for violations of any third party
privacy concerns. Setup information will be provided prior to taking the proctored exam. For additional information
about online proctoring you can visit the online proctoring student FAQ.”
Adding Proctorio to a course will include the LTI, getting started guides for students and faculty, and a
practice exam. Proctorio can be added to new quizzes, existing quizzes, and even course shells. The
Proctorio gradebook is accessible within Canvas. Links to the Proctorio gradebook are added anywhere
you would see a SpeedGrader link.

Faculty Section 1: Proctorio Installation
In order for Proctorio to function correctly, you will need to configure your computer with the Chrome
extension. To begin, open Chrome – no other browser will work. Navigate to Canvas and choose your
course. Click on “Settings” and then “Navigation”. Locate the tool “Secure Exam Proctor” and move it to
the top section of the screen. Click “Save” at the bottom of the screen. A new button on the left-side
navigation called “Secure Exam Proctor” will appear. Click this button. You will be directed to a message
indicating that a new Chrome extension needs to be installed. Click the link to install the extension on
your browser. (Note: This is machine-specific. If you open this course from a different computer, that
computer’s Chrome browser will also need to install the extension.) The left-navigation button “Secure
Exam Proctor” will disappear once you have installed the Chrome extension.

Faculty Section 2: Course Integration
Proctorio has developed a “one click course installation” technology that adds Proctorio to a course by
simply answering a question. Proctorio will provide a special link, that can be shared between
administrators and faculty, which activates this functionality when clicked. When accessing a course that
does not have Proctorio for the first time, a banner will appear at the top of the browser asking if you
would like to add Proctorio to your course. By clicking “Yes”, the course will automatically add the LTI,
add professor and student guides, and create a practice exam for students. This allows Proctorio to be
added to a course without any complicated configurations or integration guides. The process is
completed in a matter of seconds.
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Faculty Section 3: Exam Set-up
All exams are authored directly in Canvas, using the Canvas interface. Proctorio works with all question
types. It is as simple as clicking a checkbox to enable Proctorio on a quiz. This checkbox appears on the
same quiz settings page where time limits, multiple attempts, etc. are normally set.
Proctorio will automatically embed a description into the exam, along with the professor’s description, that
will tell students how to add the Proctorio software to their computer. Proctorio will also add “(Remotely
Proctored)” to the title, which will alert students that they are about to take a proctored exam. This makes
it easy for instructors, as they do not have to come up with messaging regarding the Proctorio system.

Figure 1: Enabling Proctorio on a quiz
Once this checkbox is checked, Proctorio is enabled on the exam and the Proctorio Settings tab becomes
available. This is where the Proctorio settings can be customized to meet the exact exam environment
that fits this quiz.

Figure 2: Proctorio Settings tab within Canvas Quiz Settings page.
Within the Proctorio Settings tab, the Proctorio exam settings and behavior settings can be customized to
meet the exam type. Proctorio utilizes intuitive tiles to enable or disable any functionality within the exam
environment. There are three categories of exam settings: Recording options, Lockdown options, and
Verification options.
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Figure 3: Proctorio Exam Settings
The recording options dictate what information will be collected during the exam.
• Record Video: This option will turn on the student’s webcam and record the entire testing
session. The video will automatically be analyzed for head movements, eye movements, and
mouth movements.
• Record Audio: This option will turn on the student’s microphone and record the entire testing
session. The audio can be reviewed to determine if the student is talking to someone in the room
and potentially relaying questions or answers.
• Record Screen: This option will capture the student’s desktop, so you can see exactly what they
were looking at throughout the exam. This will show if the student is using an unauthorized
program or leaving the quiz for any reason.
•

Record Web Traffic: This option will capture any website that the student goes to during the
exam. Proctorio will record the URL as well as a screen capture of the site as they saw it. This is
a great way to ensure students are only going to authorized websites during an exam.

•

Record Room: Proctorio will intelligently ask the student to show a 360 degree view of their room
when there are excessive head movements, eye movements, or audio events during the exam.
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This will provide insight as to what is on the student’s desk or if there are other people in the
room. The recorded video is stitched into a panorama within the gradebook.
Lockdown Options set the restrictions on the student’s computer during the exam. This will prevent
students from using unauthorized materials.
• Force Full Screen: This option will open the exam in full screen mode and is a standard
lockdown browser function. Forcing full screen will not let the student leave the exam to use other
websites or programs.
• Only One Screen: This option will force students to unplug any other monitors prior to starting
their exam. This ensures that there are no notes or websites on another monitor during the exam.
• Disable New Tabs: This will prevent students from going to other websites during the exam
where they could potentially get answers to exam questions or collaborate with other students.
• Close Open Tabs: This ensures there are no tabs open prior to starting the exam. This will force
students to close any other websites they may have open, such as a YouTube page with course
lectures.
• Disable Printing: This option will prevent students from printing the exam or taking screenshots
of the exam. This will ensure that the exam questions are not distributed.
• Disable Clipboard: This prevents students from copying and pasting, ensuring that exam
content is not lifted from or inserted into the quiz page.
• Clear Cache: This will remove all traces of the exam from the student’s computer after the exam
has completed. This will prevent high-tech means of exam distribution.
• Disable Right Click: This option prevents the student from right clicking.
• Force Completion: This option ensures that students complete the exam in a single setting and
can be used for high stakes exams.
Verification options are used to ensure that the student is the right student and that their hardware is not
just working, but is set up correctly. This ensures that the data in the gradebook is of high quality.
• Verify Video: This option will ensure that the student is clearly visible in the webcam feed. This
will verify that the webcam is collecting images, the lighting is proper, and that the student is not
pointing the camera at the ceiling.
• Verify Audio: This option makes sure that the audio levels in the room are appropriate and that
the microphone levels are adequate. This will ensure that Proctorio can distinguish the whitenoise of the room from a talking level and that the student is not taking the exam in a noisy
environment.
• Verify Identity: This will ask students to hold a photo identification card to the camera before
they can take their exam. Proctorio will automatically detect driver’s licenses, school IDs, and
passports. This information will be made available for instructor review in the gradebook.
At this point, the exam set-up is complete. After saving the exam (and publishing) it will be ready for
students to take.
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Faculty Section 4: Exam Review
The Proctorio gradebook is directly integrated in to Canvas. A link to the Proctorio gradebook will appear
directly below any “SpeedGrader” link. This allows the Proctorio gradebook to be accessed from the Quiz
view page as well as the Canvas Gradebook.

Figure 4: Proctorio gradebook link on Quiz view page.
When accessing the Proctorio gradebook, all of the student’s submissions will be available and sorted by
the most suspicious exams. Proctorio will automatically analyze the student’s attempt for over 20 different
behaviors as well as compare each student’s behavior to the rest of the class. This gives tremendous
insight into all actions during the exam. Proctorio uses a simple red/yellow/green display to show which
attempts require attention.

Figure 5: Proctorio gradebook within Canvas
Clicking on a row will open the video player for that attempt. This will display all the information that was
recorded during the exam in an easy to use format. This includes full recordings of the student’s webcam,
microphone and desktop (when enabled). In this example, the student’s webcam feed is on the left and
the desktop recording is on the right.
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Figure 6: The Proctorio video player.

Proctorio provides standard video controls to review the exam. The video player can play, pause, fast
forward, go in slow motion, advance by one frame, or rewind by one frame. This makes it simple to review
the video and audio.

Proctorio Behavior Settings
Proctorio also offers the ability to change the way that the exam suspicion levels are calculated at any
time. Through the Proctorio Settings tab in the gradebook, the behavior settings can be changed to
designate the activities which a faculty member considers suspicious. To make this process simple,
Proctorio creates a number of pre-built profiles that highlight different types of suspicious behavior. This
puts you as the instructor, back in control of the proctoring process. The ability to change settings allows
you to continually gain insight on the exam and ensures that the reporting is always accurate to what you
are truly interested in viewing.
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Figure 7: Proctorio Behavior Settings
By changing the behavior settings, weights of specific actions are changed and suspicion levels will be
instantly re-calculated. This can be used to hone in on particular actions or can be tuned to find the exact
right profile for your exam environment. By switching to the “Moderate” settings the gradebook shows
much more red and yellow than previously, when “Lenient” was used.

Faculty Section 5: Support
Proctorio provides 24/7 support to answer any questions that may come up regarding setting up or
reviewing an exam. Help can be accessed directly within Canvas. Proctorio provides “Learn more” links
that are scattered throughout the quiz set-up and the gradebook which will launch to the appropriate
article within the Proctorio help center. Proctorio also provides the ability to start a live chat with a support
agent directly within Canvas.
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